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IECA Services Deliver Outstanding Client Value

At IECA, we focus on what’s most important... the success of our clients. We take the time to listen and
understand our client’s requirements and unique situations. We have a 25 year history of devising tailored
solutions and delivering outstanding client satisfaction and value. Our methodologies employ a strong set of skills
and experience with industry best practices to deliver solid, reliable solutions across our well-rounded knowledge
domain.

Capabilities
R&D and Requirements Validation

Policy and Procedure Development
System Engineering Best

Information Assurance Practices
Cyber Security NIST SP 800-53 Controls
Protocol Development NIST Cyber Framework

Technical Standardization Client Success CIS Controls

Allied Interoperability CISSP CBK

Software Development  gieegly PCI Data Security Standard
Formal Testing and V&V

Knowledge

FISMA, Sarbox, and DMCA
DITSCAP, NIACAP, and NISCAP

Tools & Regulations

Since its founding, IECA has conducted business according to the highest ethical and professional standards. Our
work on government contracts makes it crucial that we conform to the government's very stringent ethical rules for
contractors. We have therefore established an explicit code of ethics that sets the standard for avoiding and
resolving conflicts of interest, enumerates our policies on gifts and gratuities, handling of sensitive or proprietary
information, and other matters of integrity, compliance and fairness.

[ECA’s mission is to provide the highest possible quality technical consulting services to our clients. Our strategy
to do this is to focus on our strengths, which are in the specialty fields of communication protocols, security, and



standardization. We do our utmost to understand our clients needs and provide trusted support of the highest
caliber. Our technical staff is made up of enthusiastic, self starters who have proven track records, and willingness
to deliver exceptional levels of effort as necessary to meet task objectives. They bring with them unique insights
into select specialty fields. We seek to achieve total client satisfaction through listening, high-caliber skills, hard
work, and by establishing trusted relationships with our clients. We have assisted a wide range of clients including
government, academic and commercial sector organizations. We strive to maintain our clients’ confidentiality, but
can make authorized disclosure of references and qualifications upon request. With 25 years of service under our
belts, we have detailed experience in a wide range of technical areas:

Traditional Information Assurance (l1A): Enterprise Cyber Security:
e Secure Electronic Mail and Directory Systems e NIST SP 800-53 Security and Privacy Controls
Public Key Infrastructure (PKI) ¢ NIST Cybersecurity Framework
Cryptography and Cryptographic Modes of Operation «  Center for Internet Security (CIS) Controls

Key Management Infrastructure (KMI) Payment Card Industry (PCI) Data Security Standard
Information Security Labeling (both DoD and commercial) (DSS)

Access Control & Privilege Management Infrastructure (PMI) Threat Profiling & Vulnerability Analysis

Guards and other Cross Domain Solutions (CDS) Boundary Protection Configuration

Legal Requirements (FISMA, HIPAA, Sarbox) Intrusion Detection / Prevention Systems (IDS/IPS)
Common Criteria and Protection Profiles Custom Security Countermeasure Deployment
Certification and Accreditation (DITSCAP, NIACAP, NISCAP) Business Continuity & Disaster Recovery Planning
Security Policy Development and Review Penetration Testing

Basic Internet Technology: OSI Technology:
e TCP/IP, DNS, SMTP/MIME, POP, IMAP, FTP, HTTP, * ASN.1, X.400 Message Handling Systems (MHS), X.500
HTML, CSS, XML, LDAP, SNMP Directory
«  LAN and WLAN Technology *  Electronic Data Interchange (EDI)
Internet Security Technology: Web Services & SOA:

SOAP-based and RESTful Web Services
UDDI and WSDL

SAML and XACML

Web Services Security

*  S/MIME and PGP Security

IP Security (IPsec) Tunneling and VPNs
Transport Layer Security (TLS)

DANE, DKIM, SPF, DMARC

Secure Shell (SSH)
Hardware tokens and 2FA
Trust Anchor Mgmt Protocol (TAMP)

Other Technologies:
* VOIP and Digital Voice Processing
*  Chat Services (XMPP and SIP/SIMPLE)

Software Implementation & Prototyping: | Technical Standardization:

*  Software Project Management Major standards fora:
*  Requirements Development * Internet Engineering Task Force (IETF)
*  Software Engineering e ITU Telecommunications Sector (ITU-T)
*  Application Programming Interface * International Organization for Standardization (ISO)
(API) Definition e American National Standards Institute (ANSI)
Code Development «  Organization for the Advancement of Structured Information Standards
*  Functional Testing & Test-driven (OASIS)
Development * Institute of Electrical and Electronics Engineers (IEEE) Standards Association

¢ World Wide Web Consortium (W3C)
¢ Telecommunications Industry Association (TIA)

Other Important Standards:
*  NIST Information Technology Laboratory (ITL) — FIPS
* RSA Public Key Cryptographic Standards (PKCS)

Allied Interoperability Standards:
e North Atlantic Treaty Organization (NATO)
*  Combined Communications Electronics Board (CCEB)
*  AUSCANNZUKUS Naval Communications (NAVCOMS)

Please let us put our intuitive problem solving skills and broad experience to work for your company. We would
love to help you achieve success.

To learn more, please contact us or visit our website at www.ieca.com.

Contact:
Christopher Bonatti
Chris.Bonatti@ieca.com
240-246-6236



